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IPEQ: Querying Multi—Attribute Records with Inner Product Encryption
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e Leakage of a scheme based on deterministic encryption (DET) e We use orders dataset from TPC-H benchmark. Orders with a scale factor of 0.01 contains 15,000 rows.
o The leading cryptography-based DBMS, such as CryptDB, MONOMI, explore DET. 12000 W= IPEQ
o DET is suffered from leakage of data frequency and search patterns. —_
e The disadvantage of fully homomorphic encryption (FHE)
o FHE can prevent leakages, but homomorphic operations are much slower than plaintext operations.
o The size of FHE ciphertext is storage-intensive.
e New querying scheme /PEQwith function-hiding inner product encryption (FHIPE)
o The DB server only view the result of a query by computing (x, y) with the record as vectory and the
query condition as vector x as shown in Figure 1.
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Figure 1: IPEQ system. Equality, GROUP BY, and JOIN can be performed with FHIPE.
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