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Proposal and Implementation of a Control System of a Security
Realization Method using a General Purpose OS on a Multi-Hop
Wireless Network
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Abstract Mobile Ad-hoc Network (MANET) is an autonomous distributed network which is constructed only
with gathered nodes on the spot. Although security is an indispensable issue in MANET, the demand for the
level of authentication and its response time is different depending on the environment and applications. Thus, we
focus on real-time control of the security mechanism for MANET. We have established multi-hop communication
environment and introduced methods to control secure connections, on top of the general-purpose operating systems
with enabled preemption. Under such conditions, we have measured response time of CPU with or without load of
other applications, and proposed a control system on response time of a security method.
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_pluto_adns 0 4765 v [
w0 il W [ Node AQIPsecT Ot ATE |
_plutorun 0 4126 3
_plutorun 0 4127

pluto 0 4128

pluto 10 4129 =
_pluto_adns 0 4154 3
_plutolcad 0 v

4126: HLMELEE 0, yrrmﬁmm; -20 TY
127 BOEEER 0 NAGBEEE 20 TF |
4128 HUMEEER 0, JAWEEED -20 TY

4129: HUFEER 10, Froa@tER -20 TF -
4154 HUMEEER 0, JAG@EEERE -20 TY :
4155 HUMEEER 0, T @FEEE -20 TY v i
root@vaio-zlvec's password: Node COIPsecT/ Ot ADEEEEBE |

Node ADIPsec/ Ot ADBAEZHERE |

4737: old priority 0, new priority -20
4738: old priority 0, new priority —20
4739: old priority 0, new priority -20
4740: old priority 10, new priority -20
4766: old priority 0, new priority -20 3
4765: old priority 0, new priority -20 v i
104 "RE2A-zIveC” #1: STATE MAIN_I1: initiate |PsectEf ]

003 “R52A-zlveG" #1: received Vendor ID payload [Openswan (this version) 2 4=
X.509-1.5.4 PLUTO_SENDS_VENDORID PLUTO_USES_KEYRR]

003 “R52A-zlveC" #1: received Vendor ID paylcad [Dead Peer Detecticn]

106 "R52A-zlveC” #1: STATE_MAIN_12: sent MI2, expecting MR2 :
108 “R52A-zlveC" #1: STATE_MAIN_I3: sent MI3, expecting MR3 =i
004 "RS2A-zlveC" #1: STATE MAIN_|4: ISAKMP Sh established {auth=DAKLEY_RSA_SIG :
\phsr cakley_3des_cbc 192 prf=oakley_md5 group=modp1536}

117 "R52A-zlveC" #2: STATE_QUICK_I1: initiate

004 “R52A-zlveG" #2: STATE_QUICK_12: sent Q12, IPsec SA established {ESP)OxcaBt:
bell <0x33aeb015 xfrm=AES_0-HMAC_SHA1 NFqTD:ncne DPD=none}
[root@ThinkPadR52-A |Psec_con]#

E (eI

018 IPsec00O0O0O00O0O0O0OOOO

co0oooooooOO000O000O00000D0000IPsec
ooobooooobooooooobooooooobobooooooon
OOIPsecO00000O0O0O0O0O0OOCOOODOOOODOOO
goboooobIpPsecOOO0O0OO0O0OO0O0OO0OO0ODOOOOOOODO
ooooo

ooooO0O0ooOooooooo ITsooooooooooon
oobooooooooboocooooobobooooon

o a

[1] MANETO http://www.ietf.org/html.charters
/manet-charter.html
[2] OLSRO http://hipercom.inria.fr/olsr/
[3] TBRPFO http://www.ietf.org/rfc/rfc3684.txt
[4] AODVUO http://www.aodv.org/
[5] DSROhttp://www.ietf.org/internet-drafts/draft-ietf-manet-
dsr-10.txt
[6] Greg Kroab-HartmanOLINUX OOOO 000000000
ooooooooooog
[7] Preemptible KernelO http://monoist.atmarkit.co.jp
/fembedded /rtos03/rtos03b.html
[8] OO Linux 20030 1100000 BPO
[9) OO0 00,00 OO0 ODO0DODO0OO0OOOOODOOODOOOO
000o0000000000000B0000 "O0DEWS2007,
C2-7,2007 0 20
[10) DO 000000 0O0B MANETOOOOOO OSOOOO
oo0o00oo00o0o0O000o0O0o0o00 "0bDICOMO2008, 7TE-4,
2008 0 70
[11] BUFFALO WLI-PCM-L11GPO http://buffalo.jp/products
/catalog/item/w/wli-pcm-111gp/
olsrd http://www.olsr.org/
Linux openswan0 http://www.openswan.com/
REALNETWORKSO http://www.jp.realnetworks.com/
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