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Proposal and Performance Evaluation
of iISCSI Storage Access Optimized for Encryption Processing

KiKUKO KAMISAKA,t SANEYASU YAMAGUCHI' and MASATO OGUCHIt

iSCSI protocol, used in building IP-based storage network, is becoming more important
because it realizes consolidation of storage at low cost. Since one of the key issues in iSCSI
is a security measure to access remote storage via IP networks, which is not necessarily un-
established. IPsec can be employed in iSCSI. However, it is difficult to performe encryption
processing efficiently, because IPsec layer is located in a lower-level.

In this paper, to realize secure storage access optimized for encryption processing on iSCSI
networks, we propose the idea of encryption scheme in the upper layer and optimization of
encryption instead of IPsec encyrption scheme. We implemented the system of our proposed
method and measured its performance by running a number of processes.
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