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Proposal and Implementation of Hierarchical Authentication System with
Public Key Cryptosystem in MANET
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E-mail: tnaoko@ogl.is.ocha.ac.jp,toguchi @compter.org

Abstract In this paper, we propose and implement a hierarchical authentication system with public key cryptosystem in
MANET. Our goal is that members of membership services in MANET can give and take their contents safely. To ac-
complish it, although authentication system is necessary, it's impossible to achieve complete authetication equivalent to au-
thentication in an infrastructure network. However, it's more desirable to do inexhaustive authentication and hierarchize
credibility rather than to do nothing. Therefore, we combine defferent levels of authentication methods and develop hier-
archical authentication system as follows. Each node in MANET grades security level on members in the same member-
ship service and possess the list. When other members call for authentication, the member authenticate them with pub-
lic key system and add them to the list according to the authentication level. With this system, the service that mem-
bers enjoy can be increased as the level is raised. Thus members can enjoy services depending on thier security level.
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BluePeerGroup Created ...
BluePeerGroup Found ...

uluePeerGroup Joined ... ﬂ

011 0O00O0O0O0000O0OOOOO0OoOO

e JIO0OODODODODODO
goobgooooobooboooooooooboooobobooobo
goobooooooobobobooobooo
goobgooooobobooobooooooboooobobooobo
gooboooooobooooooooooobooboboobo
gooboooooooooooboboboboboboobg

6.5 0000O0O0O0ODODOOODODOO

goooooooooooooOooooboooooooDoonn
OO0XTAOODOOO XTAOOOOOOOOOOoooo
000o0o0o0oOooooO0OO0O 1200000000000 0000O
000000000000 XTAOOOOOooooooooo
000000000000 0000D000 [IoUooo
goooooboobobbbooooooobboooooo
000000o0oooooooooooooooo @)oo
goooooooXTAOODOOoOooobooooboooo
OOOrangePeerGroup0 000D [@UOOO0OODOOOOO
00000000 [@Uobo0ooooooooooooon
000000 [@000000000000000000 [E]0
goobgoooooboobooobooooooboobobobooobo
00000000000000000 [@IDIXTADOOOO
0000000000 0BIuePeerGroupl OO0 OO [®UO OO
0000000ooooooono [@uoooooooooo
goobooooobobooooooooobooooooobo
gooooooooobobo

7. 0000

0O [7[8]00000 (CA)000000000000O0O
00000000000000000000 CADOOOOO
0000000000000000000000000000
000000000000000000NDOOO0OO0O00000
00000"secretshae’ 0 0000000000000000
00000000000000000000000 MANETO
0000000000000000000000000000
0000000000000000000000000000

'J)(ngmups = B e s

group discovery message Sent

JETA) eroups

group(l: name = OrangePeerGroup
groupl: name = Ocha

groups: name = Publest

group3: nams = SatellaGroup

JETA) Join —d group() @
Stopping rdy

Enter the identity you want to use when Joining
this peergroup (nobody)

1Identity : yoshiko

JETEY Join

Joined Group @ worlderoup
Joined Group @ netgroup
Joined Group  : OrangePeerGroup (current)

JRTL} groups -

group discovery message semnt

JETA) eroups - -®
group(): name = BluePeerGroup

JETAy Jodn —~d groupl) - @
Stopping rdv

Enter the identity you want to use when Jodining
this peergroup (nobody)

1Identity : SecurePeerGroups
2 Password :
4} Join
Joined Group @ worlderoup
Joined Group i neteroup
Joined Group  : BluePeerGroup (current)
Joined Group @ OrangePesrGroup i
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