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Proposal and Implementation of a Control Model of a Secure Connection for
Multi-hop Wireless Networks
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Abstract A multi-hop network is an autonomous distributed network in which a node relayed other node’s packets on
MANET. In the case of wireless networks, it is required to secure the data by encryption because communication on wireless
networks are easy to be intercepted in contrast with wired networks. We commonly use encryption methods such as WEP in
wireless LAN. However, these methods offer same security level for all nodes by sharing encryption key beforehand. It is
desirable to secure only particular connection between nodes in the case of multi-hop communication. Moreover, it is diffi-
cult to apply advanced security methods like WPA and IEEE802.11i to multi-hop wireless networks, because the structure of
multi-hop wireless networks where each node often join in or leave is constantly changed. Thus in this paper, we discuss the
handling of the encryption key and the change of network’s structure, and propose a control model of a secure connection for
muti-hop wireless networks. In addition, we implement centralized management system in which a certain node manages all
nodes and its secure connection.
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