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ABSTRACT

Recently, content distribution services over anetwork have
been expanded to a mobile environment. However, as the
volume of data increases and higher quality of servicesis
demanded, a throughput restriction over wireless commu-
nications has become a bottleneck. In order to compensate
the low bit-rate cellular line, a peer-to-peer (P2P) connec-
tion over amobile ad hoc network isapplied. High through-
put communications are available on the ad hoc network
using broadband wireless LAN.

In order to realize acontent distribution service on the
mobile ad hoc network, a user authentication mechanism
is indispensable. Because a server for user authentication
is not always available on the ad hoc network, an idea of
multistage classified groups based on a temporary identi-
fication is proposed. Moreover, since the ad hoc network
is not always connected, a high-functional client that redis-
tributes content is introduced for realization of the content
distribution service.

The proposed ideas are implemented on an experi-
mental system using JXTA, an all-purpose P2P platform.
According to the result of experiments, the user authenti-
cation and content distribution mechanisms work well on
the P2P connection over the mobile ad hoc network.
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1 Introduction

As performance of mobile terminals has improved, a con-
tent distribution service that provides a mass of data to
users is desired on mobile communications. In such ser-
vices, using only a cellular network is not sufficient in
terms of its bandwidth and costs. Broadband wirelessLAN
is expected to remedy the cellular networkg[1]. However,
fixed hot-spots cannot cover a wide area by themselves.
Thus, an ad hoc networks using broadband wireless LAN
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is drawing much attention, in which users are connected
directly as a peer-to-peer (P2P) manner, independent of a
particular hot-spot. P2P is expected to exploit distributed
computer resources and share contents efficiently[2][3][4].

An ad hoc network on mobile communications is a
form of multiple nodes connection, in which each mo-
bile node connects with adjacent one when it goes out,
and there is no management server on the network. There-
fore, only limited services are available on contrast to the
case of connecting to an infra-network. In this case, de-
veloping a framework of using an ad hoc network for con-
tent distribution services is meaningful, because wireless
LAN provides much wider bandwidth compared to a cel-
lular line. For the realization of content distribution ser-
vices, a user authentication method is indispensable. This
is a basic mechanism to decide which user is allowed to
have a right to take which services, without connecting to
aninfra-network. Authentication isalso essential to protect
from malicious users and devices.

In this paper, a framework of user authentication on
an ad hoc network is proposed. In thisidea, authentication
levels are given to multistage groups, and a user joins to
an appropriate group depending on its authentication level,
so that a particular serviceis available which is provided to
the member of the group. A method of content distribution
services on an ad hoc network is also studied, in which a
rich client model is introduced. The proposed ideas are
implemented using JXTA, an al-purpose P2P platform.

The rest of the paper is organized as follows. A user
authentication mechanism is proposed in Sec.2. It isim-
plemented using JXTA on an experimental system, and its
behavior is verified in this section. In Sec.3, a content dis-
tribution framework on an ad hoc network is discussed. It
uses a broadband P2P connection over amobile ad hoc net-
work. Final remarks are made in Sec.4.
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Figure 1. Multistage authentication group

2 Usar Authentication on a Mobile Ad hoc
Networ k

2.1 A Proposal of a Multistage User Authen-
tication M echanism

In a mobile ad hoc network, since each terminal is not al-
way's connecting to an infra-network, it is difficult to reach
a particular server. Therefore, it is impossible to realize
complete authentication using a database on the server in
the ad hoc network. However, the user’'s authentication
level should be different from case by case, rather than all
of them are identified as " unauthenticated”. For example,
a user with no acquaintance should be treated differently
from afriend staying nearby, even on the same ad hoc net-
work. From a viewpoint of service providing, users who
have a right to receive the service and those who have no
right should be classified differently.

In this paper, a multistage user authentication mech-
anism is proposed for a mobile ad hoc network. In this
mode, authentication levels are given to multistage groups.
That is to say, a group contains a higher group inside it,
and the higher group contains a much higher group. A user
joins one of these groups based on its authentication level,
and it will move to a higher group when its level is raised.
Thisisillustrated in Fig.1.

An ad hoc network is open in most cases, So users can
jointo and remove from the network freely. A user belongs
to an open group, which is not authenticated at all, when it
joinsto the network at first. Only limited servicesare avail-
ablein this group. After a certain process, when the user’'s
credit becomes higher, it moves to a higher authenticated
group, and more services are available in it. For example,
contents are provided depending on the group level of au-
thentication.

A discussion how to change users authentication
level is beyond this paper. A simple example is to decide
based on a certification held by users, and/or to change
its authentication level when it is connected to an infra-
network temporarily and admitted by a server. The authen-
tication level is valid while a user stays in the ad hoc net-
work. Each group is alowed to decide what types of ser-
vice can be provided to its members.
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2.2 IXTA

As an experimental platform to implement the proposed
idea, JXTA is used. JXTA is a P2P platform developed
by Sun Microsystems Inc., which is neither dependent on
a language nor a computer system[5][6][7]. JXTA con-
sists of a suite of protocols that produce a P2P application.
It includes Peer Discovery Protocol (PDP), Peer Resolve
Protocol (PRP), Peer Information Protocol (PIP), and so
on. These protocols provide basic functions to generate
and operate a P2P application, such as searching JXTA re-
sources, defining query formats, and transferring informa-
tion of each node.

By using JXTA, an application programmer can de-
velop P2P software, paying little attention to detailed spec-
ifications. Because of its simplicity, JXTA can be deployed
to many mobile devices that have a processing function
such as PDAs and cellular phones, to provide the P2P so-
lution to them. A basic unit of P2P processing on a P2P
network is called a” peer” in IXTA. All peers do not have
to implement all protocols. They can select protocols to
implement, depending on the ability and their way to use.
The peers are independent from each other and work asyn-
chronousdly, but some peers make a group voluntarily based
on acommon interest. Thisis called a” peer group”.

Both a peer and a peer group provide a service. The
peer service is not available if the peer is not active. On
the other hand, the peer group service has higher usabhility,
because the service may be provided by another peer in the
group, even if the original peer is not active.

2.3 Membership Servicein IXTA

Although JXTA is a language-neutral framework, a pro-
grammer can employ " JXTA Javabinding”, areferenceim-
plementation developed using the programming language
Java. In JXTA Java binding, basic P2P services are de-
fined and their implementation is provided, based on the
JXTA protocols. The defined Java interfaces are included
in "net.jxta’ package, and the implemented classes of the
interfaces are included in " net.jxta.imple’ package.

JXTA Java binding provides a membership service,
administrating which peers join which peer groups. This
is defined as a membership policy. As a reference im-
plementation of the membership service, the following
two services are prepared: One is " NullMembershipSer-
vice”, which only assigns identification and performs no
authentication, and the other is ” PasswdM embershipSer-
vice”, which has a simpl e authentication mechanism based
on alogin ID and an encoded password. However, this
membership service is not sufficient as an authentication
mechanism. In order to achieve practical authentication,
a method of implementation must be defined for Passwd-
MembershipService, and information of account authenti-
cation should be generated and verified. In this paper, an
authentication mechanism is implemented, in which mul-
tistage peer groups based on PasswdMembershipServiceis
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Figure 2. Environment of the experimental system

realized.

2.4 Implementation of Proposed Authentica-

tion M echanism

The proposed multistage authentication mechanism is im-
plemented on a mobile ad hoc network using JXTA. Asan
operating system of the experimental system, Linux2.4 is
used as shown in Fig.2. Two notebook PCs are connected
with an ad hoc network using IEEE802.11b wireless LAN,
on which JXTA versionl.0 isinstalled.

In order to create a peer group, a peer group adver-
tisement is required. An advertisement is information de-
scribed with XML documents, which indicates JXTA net-
work resources like peer and peer group. In the peer group
advertisement, basic information is shown such as a name
of the peer group, its 1D, explanation, and specification. All
peers belong to a peer group called " Net Peer Group”, and
all groups are generated based on this group.

Thefollowing methods are defined in this experiment.

e CreateGroup()
A modul e implementation advertisement that includes
information about specification of Net Peer Group is
copied, and a new advertisement is created and pub-
lished. A new peer group is created based on the pub-
lished peer group advertisement.

e CreatePeerGroup()

For creating a secure peer group, PasswdMember-
shipServiceis used instead of the standard NullMem-
bershipService. First, a module implementation ad-
vertisement based on PasswdMembershipService is
created and published. Next, the module implementa-
tion advertisement, a peer group name, alogin name,
and a password are set to a new peer group advertise-
ment to reflect a new membership service. The new
peer group that supports authentication is created us-
ing the login ID and the password.

In the process of creating multistage peer groups,
the CreateGroup() method is invoked at first, and an open
group (called ” OrangePeerGroup”, for example) is created.
Next, the CreatePeerGroup() method is called, and a se-
cure peer group (called " BluePeerGroup”) is created inside

CPU: Pentrum M
1.50GHz
Main Memory: 256MB
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File Edit View Terminal Go Help
JXTA platform Started ... E‘
OrangeGroupAdv published successfully.
OrangePeerGroup Created ...
OrangePeerGroup Joined. ..
BlueGroupAdv published successful ly.
BluePeerGroup Created ...
BluePeerGroup Found ...

BluePeerGroup Joined ...
GreenGroupAdy published successful ly.
GreenPeerGroup Created ..
GreenPeerGroup Found ...
GreenPeerGroup Joined .. .

| XML Advertisement for OrangePeerGroup Advertisement |

{Pxm| version="1,0"7>
<!DOCTYPE jxta:PGA>

{jxta:PGA xmlns: jxta="http://jxta.org">
{6103
urn: jxta:uuid-FBAFAB3TA8D94A818DF ABSD0D529609F 02
</GI0>
<M51D>
urn: jxta:uuid-DEADBEEFDEAFBABAFEEDBABEOOOOO0010306
</MSID>
<Name}
OrangePeerGroup
</Name>
<Desc»
open group adv
{/Desc>
</ jxta:PGA>
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Figure 3. Creating secure peer groups on JXTA

the group using OrangePeerGroup as a parent peer group.
In addition, another secure peer group (called ” GreenPeer-
Group”) is created using BluePeerGroup as a parent, so that
multistage authenticated peer groups are generated. The
execution of the creating these groupsis shownin Fig.3.

Another peer can join to the created peer groups using
JXTA Shell, one of useful IXTA applications. This execu-
tionisshownin Fig.4.

In IXTA Shell, after a peer group discovery message
is sent using "groups -r" command [@D], a group list is
shown using "groups’ command [@)]. “join -d group0”
command is issued to join OrangePeerGroup, one of the
discovered groups [@)]. Because OrangePeerGroup is an
open group, a user can join it only with itsID. Thisis ver-
ified with "join” command [@]. Next, peer groups in the
OrangePeerGroup is found using " groups -r” and ” groups”
commands [®][®)], "join -d group0” is executed to join
BluePeerGroup. Because BluePeerGroup is a secure group
that requires authentication, a user can join it only with
correct ID and password. Thus, the proposed multistage
secure peer groups are realized on the experimental envi-
ronment.
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groupl: name = (rangePeerGroup

groupl: name = PubTest

group?: name = Ocha

group3: name = SatellaGroup

JXTA>join -d groupD-----

Stopping rdv

Enter the identity you want to use when jeining this peergroup (nobody)
1Identity : vyoshike

JXTA>join « === -
Joined Group
Joined Group @ netgroup
Joined Group @ (rangePeerGroup
IXTA>groups -1 == "

group discovery message sent
T¥TAsgroups -+ &

groupl: name = BluePeerGroup
JXTA=join -d groupD-----

Stopping rdv

Enter the identity you want to use when joining this peergroup (nobody)
1ldentity : SecurePeerGroups
2_Paszword : RULE

TXTA> join « - --- @

Joined Group & worldgroup
Joined Group @ netgroup
Joined Group @ BluePeerGroup
Juined Group @ (rangePeerGroup
IXTAq

: werldgroup

{current)

(ocurrent)

-

Figure 4. Join to an authentication group using JXTA Shell

3 Content Distribution Service using P2P
Connection

3.1 A Rich Client Modd

In mobile communications, aclient terminal only hasadis-
play function like a browser, and a server on the network
execute most of jobs. Currently, such a thin client model
is a mainstream in the web-based serviceg8]. However,
the components for mobile computing have become pow-
erful recently[9]. A rich client, huge volume of data can be
stored and processed on it, is coming to be available.

In this model, for example, contents are downloaded
and stored at the client while it is connected to an infra-
network, so that user can make use of the data even in an
offline case. Moreover, as contents can be redistributed
among clients using a broadband P2P connection, avail-
ability of service increases on a mobile ad hoc network.
Different from wired connection cases, it is hard to expect
broadband always-on communications in mobile commu-
nications. In this paper, a content distribution service is
discussed based on such arich client model on the ad hoc
network. An overview of thisideais shownin Fig.5.

An efficient content distribution is expected on the
client, using not only a direct connection with a content
provider but also a broadband P2P connection on the ad hoc
network. Furthermore, an original content produced by the
client can also be provided. A method to arrange the posi-
tion of cached contentsis studied in literatureg[10][11]. In
our research work, the ad hoc network part in Fig.5is pre-
pared, and a client-server type content distribution mecha-
nismisimplemented using the P2P connection.
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Figure5. Content distribution service on an ad hoc network

3.2 PipeServicein JXTA

Pipe Binding Protocol (PBP) is one of the basic JXTA pro-
tocols, and apipe serviceis realized based on this protocol.
A pipeis an abstract object that is defined as a connection
between endpoints. A connection can be built from one
source endpoint to one or more destination endpoints. A
unicast pipe is a connection to a single pipe, and a propa-
gate pipe bind to multiple pipes. A user can decide which
type of pipesisused, when a pipe advertisement is created.
In this paper, a mechanism of content distribution services
on the ad hoc network is realized using the pipe servicein
IXTA.

3.3 Implementation of Content Distribution

Service

3.3.1 Message Transfer

A message transfer program is developed using JXTA ser-
vices, in which peers can send a message to other peers.
In the program, a client discovers a group that is created
and published by a server to provide a service. The client
retrieves pipe information from the discovered service ad-
vertisement, createsits own pipe based on the information,
and connects to the group through the pipe. A message
is transferred through a common message tag. The sender
sets the message to the tag as String data, and the receiver
retrieves and displaysit.

According to this procedure, a message transfer con-
nection is established between groups. Using the program,
the server displays its contents to the client, who can re-
guest what it wants based on the information.

3.3.2 Content Distribution

The message transfer program explained in the previous
subsection is extended to cope with contents. In this pa
per, contents stand for images, voices, and executable bi-
nary data. Because binary data doesn’'t have a boundary of
character code, it cannot be processed as String data like a
message. Thus, the server sets the data to a tag as a byte



chiho@DynabookG5: ~/JXTA/shel | /C8_Server
DA ME) WEE Tr()) S—3Fm
Starting Service Peer ....
Getting DiscoveryService
Getting PipeService
Start the Server daemon
Created service advertisement:
Jxta:MSA(xmIns: jxta="http://jxta.org” ) :
MSID @ wurn:jxta:uuid-1304BET3A13A4379815CAE1F51892D15283767BEFDCE48C0940
BBASZAA4278CADE
Name : JXTASPEC:JXTA-EX1
Crtr : sun,com
SURI : http://www. jxta org/Ex]
Vers @ Version 1.0
Jxta:PipeAdvertisement(xmlns: jxta="http://jxta,org” J :
Id @ urn:jxta:uuid-59616261646162614E5047205032503343A99980404C4
4D0BABIBDET10168B5004
Type : Jxtalnicast
Name : PipeClientServer. endl

Received the content successfully

| Send Message || Send Content H Quit |

Sending bidir pipe ack.
TrANBERHELT LS
Server,class

sending the content. ..

Done successful ly

Figure 6. Execution on server side
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Starting Client peer ....
Getting DiscoveryService
Getting PipeService
Start the Client
searching for the JXTASPEC:JXTA-EX1 Service advertisement
Me found the service advertisement:
Jxta:MSA(xmIns: jxta="http://jxta.org” ) :
MSID = urn:jxta:uuid-1304BET3A13A4379815CAE1F51892015283767BEFDCE48CD940
BBAS2AA4278CA06
Name : JXTASPEC:JXTA-EX1
Grir : sun.com
SURI = http://www. jxta.org/Exl
Vers : Version 1.0
ixta: PlpeAdvert\sement(xm\ns ixta="http://jxta.org” ) :
Id @ urn:jxtazuuid- 59616261646I626l4E5047205032503343A9‘3980404C4
4D0BABYBDE110168B5004
Type : Jxtalnicast
Name : PipeClientServer.endl

Sent the content successfully

|‘ Send Message H Quit |

Trying to connect...
Done,

Receiving the content. ..
Done successful Iy

Figure 7. Execution on client side

type structure within a designated size, and transfersit re-
peatedly until the end of the data. The client retrieves the
byte type structure from the tag, and writesit to afile.

The execution of the content distribution program is
shown as follows. First, a user interface appears on both
the server and the client sides, when the program begins.
On the server side [Fig.6], " Send M%sag e’, "Send Con-

, and "Quit” buttons are provided. ’ Send Message”
and "Quit” buttons can be used on the client side [Fig.7].
When amessageis givento the user interface frame and the
”Send Message” button is pushed, the message appears on
the user interface frame on the counterpart. The server can
give content to the client based on arequest of the content.
Theclient will receivethe content and store it automatically
only by the request to the server. In the example of the fig-
ures, the server sends its executable file ” Server.class’ to
the client, and the client receives it and executed properly.
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4 Conclusion

An ad hoc network, a temporary network connected with
neighbor nodes, is expected as a platform of services in
which mass data is transferred and processed. For such
a purpose, a user authentication mechanism is essential.
Thus, an authentication framework based on multistage
groups is proposed, and implemented using JXTA in this
paper. In order to realize a content distribution servicein a
mobile ad hoc network, a rich client model is introduced.
Thisis also implemented using JXTA. According to the re-
sult of the execution, the proposed ideas work well on the
P2P connection over the mobile ad hoc network.

As a future work, we will discuss how to execute au-
thentication of each user on the mobile ad hoc network, and
how to change the authentication level on each case actu-
aly.
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